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Managing Your Cloud Resources with the mCloud Portal

The mCloud Portal is your centralised platform for managing all aspects of
your cloud infrastructure powered by OpenStack technology. It serves as
the customer interface for building, controlling, changing, and upgrading
your virtual resources. Designed with user-friendliness and flexibility in
mind, the mCloud Portal empowers you to tailor your cloud environment to
meet your specific needs, whether you’re operating a public or private
cloud.

Key Features and Functions of the mCloud Portal:

Instance Management:

Launch Virtual Machines: Create new instances with customizable
configurations, selecting from various operating systems and application
templates.

Manage Instances: Start, stop, pause, reboot, resize, access the console or
terminate instances as needed.

Instance Snapshots: Capture the state of an instance at a specific point in
time for backup or cloning purposes.

Networking Configuration:
Create Virtual Networks: Define and manage isolated networks for your
instances, including subnets and IP addressing.

Router and Gateway Setup: Configure virtual routers and gateways to
control traffic flow between networks and enable internet access.

Floating IP Addresses: Allocate and associate public IPs to instances for
external connectivity.

Security Groups: Establish firewall rules to regulate inbound and outbound
traffic, enhancing security at the instance level.
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Storage Management:
Volume Creation and Management: Provision block storage volumes to
attach to instances, expanding storage capacity as needed.

Volume Snapshots and Backups: Create snapshots for data protection and
restore volumes from backups when required.

Object Storage Access: Utilise scalable object storage solutions for
unstructured data and large-scale storage needs.

Image Management:
Access Image Catalogs: Browse and select from a library of pre-configured
images for various operating systems and applications.

Upload Custom Images: Import your own images to deploy instances with
specific configurations.

Manage Image Versions: Keep track of different image versions and update
them as necessary.

Orchestration and Automation:

Deploy Stacks with Templates: Use orchestration templates to define and
launch complex environments, automating the deployment of multiple
interconnected resources.

Automated Scaling: Set up auto-scaling policies to adjust resources based
on predefined metrics and thresholds.

Load Balancing Services:
Configure Load Balancers: Distribute network traffic across multiple
instances to optimise resource use and ensure high availability.

Health Monitoring: Set up health checks to monitor instance performance
and automatically reroute traffic if issues are detected.

Identity and Access Management:
User and Role Management: Create and manage user accounts, assigning
roles and permissions to control access to resources.

Project and Tenant Isolation: Organise resources into projects for better
management and ensure isolation between different user groups.



Monitoring and Reporting:
Dashboard Overview: View real-time summaries of resource utilisation,
including CPU, memory, storage, and network usage.

Detailed Logs and Metrics: Access logs and performance metrics for
instances and services to aid in troubleshooting and optimization.

Alerts and Notifications: Set up alerts for specific events or thresholds to
proactively manage your environment.

Security and Compliance:
Firewall and Security Group Management: Define and enforce security
policies to protect your infrastructure from unauthorised access.

Key Management: Securely store and manage encryption keys, passwords,
and certificates.

VPN Configuration: Establish secure VPN connections for encrypted
communication between your cloud and on-premises networks.

DNS and Domain Management:
Manage DNS Zones and Records: Control domain name mappings and DNS
settings within your cloud environment.

Automated DNS Updates: Integrate with other services to automate DNS
updates in response to infrastructure changes.

Backup and Disaster Recovery:
Scheduled Backups: Automate backups of instances and volumes to protect
against data loss.

Snapshot Management: Use snapshots for quick recovery and cloning of
instances and storage volumes.

API and CLI Access:

OpenStack API Integration: Leverage the full power of OpenStack APIs for
advanced automation, integration with third-party tools, and custom
development.

Command-Line Interface (CLI): Utilise CLI tools for scripting and automating
tasks, enabling efficient management of resources.



Quota and Usage Management:
Set Resource Quotas: Define limits on resource usage to control costs and
prevent overconsumption.

Usage Reports: Generate detailed reports on resource consumption for
billing and capacity planning.

Benefits of Using the mCloud Portal:
Unified Management: Control all aspects of your cloud infrastructure from a
single, intuitive interface.

Scalability and Flexibility: Easily scale resources up or down to meet
changing demands, and customise configurations to suit specific
application requirements.

Enhanced Security: Implement robust security measures with fine-grained
control over access permissions, network policies, and data protection.

Operational Efficiency: Streamline workflows through automation and
orchestration, reducing manual intervention and the potential for errors.

Cost Optimization: Monitor resource usage and manage quotas to optimise
spending and align costs with actual needs.

Ease of Use: The user-friendly design lowers the learning curve, enabling
users with varying levels of technical expertise to manage cloud resources
effectively.

Getting Started with the mCloud Portal:
Log In: Access the mCloud Portal using your Micron21 credentials.

Explore the Dashboard: Familiarise yourself with the main dashboard,
which provides a snapshot of your current resources and system status.

Set Up Projects: Organise your resources by creating projects or tenants,
assigning users and defining roles to manage access.

Provision Resources:
Launch Instances: Navigate to the Instances section to create virtual
machines, selecting the desired image, flavor, and network settings.

Configure Networks: Set up virtual networks, subnets, and security groups
to define your network topology and security policies.

Allocate Storage: Create and attach storage volumes to your instances as



needed.

Implement Security Measures: Define security groups, firewall rules, and
access controls to protect your environment from unauthorised access.

Automate and Orchestrate: Utilise orchestration templates to automate the
deployment of complex environments, saving time and ensuring
consistency.

Monitor and Adjust: Regularly check resource usage and performance
metrics, making adjustments as necessary to optimise your infrastructure.

Leverage Advanced Features: Explore additional services like load
balancing, DNS management, and key management to enhance your cloud
capabilities.

Integrate and Extend:
Use APIs and CLI: For advanced automation and integration with other
tools, leverage the OpenStack APIs and command-line interface.

Seek Support When Needed: If you encounter challenges or require
assistance, reach out to Micron21 support through the portal or other
available channels.

Conclusion

The mCloud Portal is designed to provide you with comprehensive control
over your cloud environment, simplifying the management of virtual
resources while offering advanced features for scalability, security, and
automation. By harnessing the power of OpenStack technology through an
intuitive interface, you can efficiently build and manage a cloud
infrastructure that aligns with your business objectives.

Whether you're deploying a simple application or managing a complex,
multi-tiered environment, the mCloud Portal offers the tools and flexibility
you need to succeed in the ever-evolving cloud landscape.



